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Forensic Audit

Introduction:

o Definition: A forensic audit is a specialized financial investigation aimed at
gathering evidence for legal proceedings.

o Purpose: It covers awide range of activities, including investigating
embezzlement, fraud, and other financial crimes, but also non-fraudulent
situations like business closures and divorces

e Process: Similar to a traditional financial audit, it involves planning, evidence
collection, and reporting, with the additional possibility of testifying in court.

Scope:
o Covers a wide range of investigative activities related to:
o Financial crimes: Embezzlement, fraud, and other potential illegal
activities.

o Non-fraudulent situations: Business closures, bankruptcy filings, and
complex divorces with financial implications.

Key Areas of Focus:

1. Corruption: To identify and gather evidence of bribery, extortion, and other
dishonest behaviour that can harm the organization's reputation and finances.

2. Extortion: To detect instances where money is obtained through threats or
violence, affecting the company's reliability.

3. Bribery: To investigate situations where individuals abuse their positions for
personal gain, harming the company's interests.

Institute of Cost Accountants of India (ICMAT) Section:
e Introduces Cost and Management Audit as a separate section.
4. Fraud:

o Defines fraud through elements like false representations, materiality, and
intent to deceive.

5. Asset Misappropriation:
o Describes various methods of asset misappropriation, such as creating fake
invoices or stealing inventory.

o Highlights the potential consequences for the organization, including financial
losses and control vulnerabilities.
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6. Financial Statement Fraud (FSF):
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o Defines FSF as the intentional manipulation of financial statements to mislead
stakeholders.

e Provides examples like deferring expenses or overstating revenues.

o Emphasizes negative impacts on market confidence and information reliability.

Additional Topics:

o Briefly mentions Forensic Data Analysis (FDA) and the Fraud Triangle & Fraud

Risk.

Comparison of Forensic and Financial Audits

Feature Forensic Audit Financial Audit
Specialized examination of Examination of financial
Definition financial records for legal statements for compliance and
proceedings fairness opinion
Broad range, includes e g .
. L Focuses on verifying financial
Scope investigating suspected
. ; ; statements
financial crimes
Purpose Detect and gather evidence Provide independent assurance
P of financial wrongdoing on financial reporting
Leqal Requires expertise in both Primarily focuses on
g accounting and legal accounting principles and
Framework .
frameworks regulations
Investigating fraud P .
i : Reviewing financial statements
embezzlement, or other
Examples . : ) . for accuracy and adherence to
financial crimes in legal .
. accounting standards
disputes
Focus Identifying and proving Ensuring compliance and fair
financial wrongdoing financial representation

Mob: 9555 555 480

Add : P-6/90 CP Delhi -1




Rajput Jain and Associates Singh@carajput.com

Page |3

Evidence for legal Audit report with opinion on

nd Product . . .
End Produc proceedings financial statements

Reasons for Conducting a Forensic Audit:

» Investigate suspected illegal activities: Forensic audits are conducted when
there is a suspicion of financial wrongdoing, such as fraud, embezzlement, or
corruption.

e Gather evidence for legal proceedings: The primary purpose of a forensic audit
is o gather evidence that can be used in court o prove or disprove the alleged
misconduct.

o Discourage future misconduct: The threat of a forensic audit can act as a
deterrent to potential of fenders, discouraging them from engaging in fraudulent
activities.

Functions of a Forensic Audit:

1. Planning the Investigation:
o Define the scope and objectives of the audit.
o Assess potential risks and areas of focus.
o Develop a detailed plan for conducting the investigation.
2. Collecting Evidence:
o Gather and analyse financial records, electronic data, and witness
testimonies.
o Maintain meticulous documentation of all evidence collected.
o Ensure the chain of custody is secure to maintain admissibility in court.
3. Reporting:
o Prepare a comprehensive report summarizing the findings of the
investigation.
o Clearly outline the evidence collected, conclusions reached, and potential
financial losses.
o Ensure the report is accurate, objective, and adheres to professional
standards.
4. Court Proceedings:
o Appear in court as an expert witness to present and explain the findings
of the forensic audit.
o Respond to questions from lawyers and the judge regarding the
investigation process and evidence collected.
o Maintain professional conduct and objectivity while presenting
information to the court.
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Need for Forensic Audits:

Early Detection of Fraud: Forensic audits are essential for identifying early
warning signs of potential financial wrongdoing before it escalates and causes
significant damage.

Responding to Specific Situations: Several specific situations warrant a
forensic audit:

o I. Theft of business information or hacking: When sensitive data
breaches or system hacking occurs, a forensic audit can help identify the
perpetrators and assess the scope of the damage.

o II. Whistle-blower allegations: If an employee reports suspected
financial misconduct (whistle-blowing), a forensic audit can investigate
the claims and gather evidence.

o IIL. Unidentified material differences: Unexplained discrepancies in
financial reconciliations can indicate potential fraud, requiring a forensic
audit to investigate further.

o IV. Suspicion of fraud or illegal activity: If an organization suspects
fraudulent activity or other illegal conduct, a forensic audit can be
crucial for gathering evidence and taking appropriate action.

o V. Negative financial results and high employee turnover: Sudden
negative financial performance or unusual employee turnover can be red
flags for underlying issues, prompting a forensic audit to investigate
potential causes.

Key Points:

Professional Skepticism: Forensic auditors must maintain a critical and
questioning approach throughout the investigation, carefully scrutinizing all
information and not readily accepting explanations.

Scientific Approach: The audit should follow established methodologies and
procedures to ensure objectivity and reliability in evidence gathering and
analysis.

Detecting Material Misstatements: The focus is on identifying any significant
errors or distortions in financial records that may indicate fraudulent
activities.

Forensic Audit Procedures:

Forensic Data Analysis (FDA): Techniques used to extract, analyze, and
interpret digital information from various sources (e.g., computers, network
logs, emails) to uncover potential evidence of fraud.

Fraud Investigation Techniques: Specific methods employed to investigate
suspected fraud, such as interviewing individuals, reviewing documents, and
tracing financial transactions.
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Fraud Triangle: A framework for understanding the three main elements that
often contribute to fraudulent behaviour:

o Incentive: The motivation or pressure to commit fraud, such as financial
gain, career advancement, or personal benefit.

o Opportunity: The circumstances that allow someone to commit fraud,
such as weak internal controls, lack of oversight, or access to sensitive
assets.

o Rationalization: The individual's justification or excuse for their
fraudulent actions, allowing them to morally reconcile their behavior.

This section outlines the investigation methodology and common areas of focus in
forensic audits, followed by a discussion of corporate fraud.

Investigation Methodology:

Nine-Step Process: Forensic audits follow a nine-step process for fact-finding,
including:

o Accepting the engagement

o Evaluating allegations
Conducting due diligence
Completing the preliminary investigation
Predicting litigation possibilities
Initiating an external investigation
Gathering evidence
Preparing a findings report
Participating in court proceedings

O O O O O O O

Key Considerations:

Evidence Admissibility: The audit approach considers both the possibility of and
the impossibility of fraud occurring, ensuring evidence gathered is admissible in
court.

Bridging Perception and Reality: By presenting a comprehensive picture, the
audit aims to align perception with reality, especially in situations where
understanding may be skewed.

Common Areas of Focus:

Mob

Asset Misappropriation: Unauthorized use or theft of company assets.
Corruption: Misuse of power or authority for personal gain.

Extortion: Use of force or threats to extract money.

Financial Statement Fraud: Intentional misrepresentation of financial data.
Conflict of Interest: Situations where personal and professional interests
collide.
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Forensic Audit Importance:

Expertise Required: Requires expertise in accounting, auditing, legal framework,
and fact-finding.

Practical Approach: Needs a practical approach to handle potential investigative
complexities.

Benefits: Increased credibility, expert accounting, enhanced effectiveness, and
accuracy in fraud detection and prevention.

Corporate Fraud:

Definition: Illegal or unethical actions by a company or its employees.
Complexity: Often involves complex accounting schemes, making detection
difficult.

Scale: Can reach billions of dollars and bring down large corporations.
Victims: Consumers, creditors, investors, other businesses, and the company
itself.

Reasons for Corporate Fraud:

(a) Desire to attract/retain investors: Companies may resort to fraudulent
accounting schemes to artificially inflate profits and appear more attractive to
investors, fostering their confidence and encouraging investment.

(b) Hiding product defects: Companies may attempt to conceal issues or
defects in their products, potentially jeopardizing public safety and misleading
consumers.

Examples of Corporate Fraud:

(c) Enron: A notorious case involving massive accounting fraud to hide declining
revenue and debt, ultimately leading to the company's collapse and significant
losses for investors and employees.

(c) Waste Management: Similar to Enron, Waste Management used accounting
manipulation to exaggerate profitability, but unlike Enron, the company survived
the scandal under new leadership and faced penalties.

(c) ZZZZ Best: A Ponzi scheme perpetrated by the young founder, who
fabricated customer data and inflated the company's value, leading to its rapid
decline after the scheme was exposed.

(c) Wirecard: A German payment processing company engaged in accounting
irregularities for years, resulting in a $2 billion discrepancy and ultimately
leading to bankruptcy.

(c) Wells Fargo: This case highlights the dangers of aggressive sales quotas,
where employees opened millions of fake accounts to meet unrealistic targets,
leading to hefty fines and reputational damage for the bank.
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Additional Points:

e Government regulations: The passage mentions efforts by regulatory bodies
like the SEC and SEBI to deter, detect, and punish corporate fraud.

o Challenges in detection: It is often difficult to uncover fraud, especially in
private companies, and it may take years before it comes to light.

o Impact of fraud: Corporate fraud can have severe consequences, including
financial losses for investors, job losses for employees, and damage to the
company's reputation.

Fraud Risk Management
Fraud Definition:

o Deliberate act (or inaction) to gain unauthorized benefit through deception,
suppression of truth, or other unethical means.

o Examples: embezzlement, forgery, document alteration, fraudulent financial
reporting, misappropriation of resources, unauthorized payments, receiving
unearned benefits, conflict of interest.

Fraud Triangle:

e A model explaining factors contributing to fraud:
o Opportunity: Weaknesses in internal controls (e.g., inadequate
supervision, lack of separation of duties) create opportunities for fraud.
o Pressure (Motive): Personal financial problems, unrealistic goals, or
addictions can motivate individuals o commit fraud.
o Rationalization: Individuals justify their actions ("I need the money,"
"The company owes me").

Breaking the Triangle:

o Key to fraud deterrence: Eliminating one element of the triangle, most
effectively achieved by strengthening internal controls (reducing opportunity).

Red Flags for Fraud:

e Warning signs indicating increased fraud risk, not necessarily evidence of
fraud:
o Employee red flags:
= Lifestyle changes (expensive possessions)
= Significant personal debt
= Behavioural changes
= High turnover in vulnerable areas
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= Refusal to take leave
= Lack of duty segregation
o Management red flags:
= Frequent override of internal controls
= Domination by individuals/small groups
= Disrespect for regulations
* Undocumented/unenforced policies
= Weak internal control environment
= Inexperienced accounting personnel
= Excessive decentralization without monitoring
= Excessive bank accounts or transactions
= High turnover/low morale
= Refusal to use serial numbered documents
= Out-of-proportion compensation programs
* Photocopied/missing documents
= Reluctance to provide information or disputes with auditors

Appropriate response for an employee who suspects fraud or misconduct within an
organization:

Do not:

e Personally contact the suspected individual: This could lead to mistaken
accusations or alerting the individual fo a potential investigation.

e Conduct individual investigations or interviews: Employees lack the training
and authority for such activities, which could further compromise the
investigation.

What to do:
While It doesn't explicitly state what to do, the implication is clear:

o Report the suspected activity to the appropriate authorities within the
organization. These may include:
o Supervisor or manager
o Ethics hotline or designated reporting channel
o Internal audit department
o Follow the organization's established procedures for reporting suspected
misconduct.

Rationale:
e Maintaining confidentiality: Reporting through official channels ensures
information is handled appropriately and confidentially.

o Ensuring proper investigation: Trained professionals conduct a thorough and
unbiased investigation, minimizing the risk of errors or compromising evidence.
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o Protecting oneself: Following the proper reporting procedures protects the
employee from potential retaliation or accusations of wrongdoing.

Remember: By reporting suspected wrongdoing through the appropriate channels,
employees can help maintain a culture of integrity and contribute to a safer and more
ethical work environment.

Financial Forensics and Forensic Audit Techniques
The field of financial forensics, outlining its purpose, applications, and techniques.
Financial Forensics Explained:

e Combines accounting and investigation skills to uncover financial crime.

o Investigates individuals' and organizations' finances to determine truthful
financial management.

e Aims to prevent financial crime, recover lost assets, and identify investment
opportunities for investors.

Applications of Financial Forensics:

» Financial theft: Investigating instances of stolen money from organizations
(e.g., employee stealing cash).

e Securities fraud: Examining potential misrepresentation of information to
investors (e.g., misleading stockbroker advice).

e Money laundering: Detecting the process of concealing illegal income as
legitimate (e.g., investing stolen cash into businesses).

o Corporate valuation disputes: Analyzing a business's true value during
acquisitions (e.g., ensuring fair purchase price and uncovering hidden financial
issues).

o Tax evasion: Investigating attempts to avoid paying taxes (e.g., hiding profits in
shell corporations).

Forensic Auditing Techniques:

e This acknowledges the growth of financial crime and the need for in-depth
analysis, highlighting the rise of forensic accounting as a specialist field.

o Defines forensic accounting/auditing as cross-checking financial records to
detect fraud and providing in-depth analysis for legal purposes.

» Compares forensic accountants to economic and business detectives who
scrutinize fransactions to uncover illegal activity.

Benefits of Forensic Accounting:

o Reduces losses: Uncovers fraudulent activity and minimizes financial harm.
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» Improves efficiency: Identifies areas for improvement and optimizes business
operations.

o Increases profitability: Leads to better financial health and potential for
growth.

o Prevents future fraud: Provides insights to strengthen internal controls and
deter future misconduct.

Qualities of a Forensic Accountant:

e Logical mind: Ability to think critically and analyze information systematically.

e Aftention to detail: Meticulous observation of financial records, identifying
potential discrepancies.

e Strong morals: Upholding ethical principles and resisting misconduct.

o Inquisitiveness: Constantly questioning and seeking deeper understanding of
information.

e Spontaneity: Adaptability and ability to think creatively when encountering
unexpected situations.

e Accounting knowledge: Comprehension of accounting principles and their impact
on financial statements.

These qualities, combined with investigative techniques, equip forensic accountants
to uncover financial wrongdoing.

Investigative Techniques in Forensic Accounting:

o Public document review and background checks: Scrutinizing publicly available
information (corporate records, online data) to understand the company's
history and potential red flags.

o Detailed interviews: Conducting thorough interviews with relevant individuals to
gather information and understand the context of alleged misconduct.

o Gathering information from confidential sources: Utilizing information from
reliable confidential sources, while ensuring their anonymity to protect them.

o Evidence analysis: Examining gathered evidence (documents, statements, etc.)
to identify patterns, inconsistencies, and potential leads.

» Surveillance: Monitoring communications (emails, messages) or physical activity
to gather further evidence, but only with proper legal authorization.

e Undercover operations: Involving an undercover agent to infiltrate and gather
information, but this should be a last resort due to its complexity and potential
risks.

o Financial statement analysis: Scrutinizing financial statements for
irregularities, inconsistencies, or unusual patterns that might indicate fraud.

Ethical Considerations and Code of Conduct in Forensic Audit:

e Ethical Business Practices:
o Acting with integrity, trust, and fairness.
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o Respecting diversity, making empathetic decisions.
o Aligning compliance with core values.
e Understanding Ethical Issues:
o Importance of recognizing potential ethical dilemmas.
o Proactive approach to preventing issues and ensuring business growth.
e Common Ethical Issues:
o Harassment and Discrimination:
= Creating a safe and inclusive work environment.
= Complying with anti-discrimination laws (e.g., EEOC in the US).
= Addressing issues like ageism, disability bias, equal pay concerns.

Health and Safety:

OSHA Violation

Description

Fall Protection

Unprotected sides and edges, leading edges

Hazard Communication

Classifying harmful chemicals

Scaffolding

Required resistance and maximum weight limits

Respiratory Protection

Emergency procedures and respiratory/filter
equipment standards

Lockout/Tagout

Controlling hazardous energy (e.g., oil and gas)

Powered Industrial
Trucks

Safety requirements for fire trucks

Ladders

Standards for weight capacity

Electrical, Wiring
Methods

Procedures for reducing electromagnetic interference

Machine Guarding

Guarding for guillotine cutters, shears, power presses,
etc.
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Electrical, General

TR Not placing conductors or equipment in damp locations

e Whistleblowing and Social Media:
o Protecting whistleblowers who report ethical violations.
o Balancing free speech with potential harm to the business.
o Establishing clear social media policies for employees.

Ethics in Accounting Practices

Maintaining accurate financial records: Crucial for all organizations, especially
publicly traded companies.

Ethical violations: "Cooking the books" can have severe consequences, as
exemplified by the Enron scandal.

Enron scandal: A notorious example of financial statement manipulation that led
to immense losses and the downfall of both Enron and its accounting firm.
Sarbanes-Oxley Act: Established new regulations in the US to protect
consumers and shareholders after major corporate scandals.

Importance of accurate records: Even small companies need accurate
accounting for tax purposes, attracting investments, and profit-sharing.

Beyond Accounting:

e Non-disclosure agreements: Used to protect confidential information and
prevent corporate espionage (illegal distribution of confidential data).
e Technology and privacy: Advancements in technology raise concerns about
employee privacy:
o Companies monitor employee activity on company devices (computers,
etc.).
o Finding the right balance between efficiency/productivity and privacy is
crucial.
o Transparency is key: informing employees about monitoring practices.

Avoiding Ethical Issues in Business:

This highlights the importance of proactive measures to prevent ethical issues in a
business.

Leadership and Transparency:
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o Top management sets the tone: Ethical behaviour starts with leadership,
influencing the overall business culture.

e Woritten policies and processes: Clear guidelines ensure everyone understands
ethical expectations and procedures.

o Communication and enforcement: Regularly communicate the code of ethics and
actively enforce it.

Awareness and Compliance:

o Discrimination laws: Stay informed about and comply with anti-discrimination
regulations in your region.

e Applicable rules and regulations: Understand and follow relevant laws and
regulations impacting your business.

e Transparency with accountants: Maintain open communication and honesty in
financial reporting.

Continuous Commitment:

o Doing the right thing: Strive o make ethical decisions and uphold high moral
standards in all aspects of business operations.

Threats to Ethical Principles

These are situations that can make it difficult for auditors to uphold the above
principles.

Threats to Ethical Principles in Auditing
Threat Description Example

Audi [ il b .
uditor or close family member e s GaaEe Lars

Self-interest has a financial stake in the for the company bein
Threat audited entity, potentially . pany 9

) N audited.

influencing judgment.

Auditor becomes overly Auditor overlooks
Advocacy supportive of the client's questionable accounting
Threat position, compromising practices to please the

objectivity. client.

Client threatens to
withhold audit fees if the
auditor doesn't
"sugarcoat" the report.

Auditor is pressured (physically
or mentally) to compromise
their objectivity.

Intimidation
Threat
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Fundamental Ethical Principles:

These are the core values guiding an auditor's conduct

Fundamental Ethical Principles in Auditing

Singh@carajput.com

Principle Description Example
Honesty/Integrity Tr‘anspar'en"r in all aspects S deae
of the audit process. .
pressure from the client.
Remaini biased and
e b ot o
Objectivity P Judg ' and impartial audit of a

avoiding conflicts of
interest.

close friend's company.

Professional

Possessing the necessary
skills, knowledge, and

Regularly attending
continuing education
courses to stay updated

adhering to professional
auditing standards.

Competence experience to perform the .
. . on complex accounting
audit effectively.
standards.
Performing the audit Carefully scrutinizing all
Due Care diligently and thoroughly, supporting documents and

conducting appropriate
audit procedures.

Professional
Behavior

Acting with respect and
professionalism fowards all
individuals involved in the
audit process.

Maintaining a courteous
and respectful demeanor
even when dealing with
difficult clients or
situations.

Strategies for Mitigating Ethical Risks:

These steps help create an environment where auditors can fulfill their ethical

obligations:
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o Honestly assess needs and resources: The audit firm acknowledges its
limitations and ensures it has the qualified personnel and resources to conduct a
thorough and objective audit.

o Establish a strong foundation: The firm creates a code of ethics and clear
guidelines outlining expected behavior and procedures for identifying and
addressing ethical concerns.

o Build a culture of integrity from the top down: Leadership demonstrates a
commitment to ethical conduct and holds everyone accountable for upholding
these principles.

o Keep a "values focus" in moments big and small: The firm emphasizes ethical
decision-making in all aspects of its work, not just during major audits.

e Re-evaluate and revise as needed: The firm regularly reviews its ethical
practices, adapting them to evolving industry standards and potential new risk

factors.

By understanding these principles, threats, and mitigation strategies, auditors can
ensure the credibility and reliability of their work, fostering trust in the financial

reporting system.

Major Threats to Auditor Independence and Corresponding Examples

Threat Description Example
Self- Financial stake in the Audit team hasn't received 2019
. fees from ABC Company and
Interest client or dependence on miht pressure a favorable 2020
Threat outstanding fees. gnrp

audit report to secure payment.

Self-Review

Auditor reviews their
ownh work or work done

Same auditor prepares and audits
ABC Company's financial

hinders objectivity.

Threat by others in the same statements, raising concerns
firm. about objectivity.
Promoting the client to Auditor assisting in selling ABC
Advocacy the point of Company while also being their
Threat compromising auditor might issue a favorable
objectivity. report fo increase the sale price.
. _— Auditor has audited ABC Company
I Excessive familiarity -
Familiarity . . for over 10 years and socializes
with client personnel . X .
Threat with executives, potentially

lacking objectivity.
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Intimidation
Threat

Pressure from client to
compromise objectivity.

ABC Company threatens to switch
auditors if the report is
unfavorable, potentially
influencing the auditor's opinion.

Challenges of Implementing an Effective Ethics Policy and Corresponding Solutions

an ethical culture.

Challenge Description Solution Example
Hold company-wide
meetings and Q&A
* Clearly d Q .
. sessions o explain
communicate the .
Employees the policy and
purpose and
. may feel . address concerns.
Resistance . impact of the .
scrutinized or S Emphasize the
from policy. * Develop a .
accused of . company's
Employees : values-driven .
unethical olicy focused on commitment to
behavior. poficy ethical behavior
positive .
. and creating a
reinforcement. -
positive work
environment.
Partner with
external trainin
- * Conduct regular . .
Training and - . providers or
. training tailored .
maintaining an . develop in-house
) to different
Costs of effective programs to
. employee roles ;
Training and program deliver cost-
. . and departments. . -
Implementation requires - effective training.
. Focus on the
ongoing lona-term value of Regularly measure
investment. 9 the impact of the

training and update
content as needed.

Difficulty
Demonstrating
ROI

Measuring the
direct
benefits of an
ethics
program can

be challenging.

* Link ethics
programs to
broader
performance and
corporate
strategy. * Focus
on building trust

Track and report
on metrics like
employee
satisfaction,
whistleblower
reports, and
ethical decision-
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and ethical making examples.
leadership Highlight how
throughout the these aspects
organization. contribute to a

positive work
environment and
improved brand
reputation.

Key to Effective Implementation: Ethical Leadership

e Senior management sets the tone for ethical behavior.
e Strong ethical leadership fosters trust and encourages employees to follow the
ethics policy.

By understanding these threats and challenges, companies can create and maintain an
effective ethics policy that safeguards auditor independence and promotes ethical
behaviour throughout the organization.

Code of Conduct in Forensic Audit:
Introduction:

e The Association of Certified Fraud Examiners (ACFE) establishes ethical
guidelines for its members.

o Auditors uphold professional responsibility to clients, the public, and each other.

e These standards guide auditors in fulfilling their duties and demonstrate
commitment to excellence.

Applicability:
e The code applies to all Certified Fraud Examiners (CFEs) of the ACFE.
e Associate Auditors should strive to adhere to the standards but are not bound
by them.
Standards of Professional Conduct:

Integrity and Objectivity:

e 1. Upholding Integrity: CFEs must act with integrity, prioritizing it over
personal or public interests.
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o 2. Conflict of Interest: CFEs must identify and disclose actual or potential
conflicts of interest before accepting an engagement.

e 3. Maintaining Objectivity: CFEs must remain objective throughout the scope
of their work, avoiding bias.

e 4. Upholding Professional Reputation: CFEs must avoid actions that discredit
the ACFE or their profession.

e 5. Honesty and Compliance: CFEs must be truthful under oath and comply with
lawful orders while refraining from criminal acts.

Professional Competence:

e 1. Demonstrating Competence: CFEs must be competent for the assignments
they undertake, seeking consultation or referral when necessary.

e 2. Continuous Learning: CFEs must maintain their competence through
continuing professional education as required by the ACFE.

Due Professional Care:

e 1. Exercising Due Care: CFEs must perform their services with diligence,
critical analysis, and professional skepticism.

o 2. Supporting Conclusions with Evidence: Conclusions drawn by CFEs must be
supported by relevant, adequate, and sufficient evidence.

e 3. Adequate Planning: Fraud examinations must be appropriately planned,
including developing strategies and objectives.

e 4. Supervising Others: When working with assistants, CFEs must provide
adequate supervision based on the complexity of the work and their
qualifications.

Understanding with Client or Employer:

o 1. Defining Scope and Limitations: At the beginning, CFEs must agree with the
client or employer on the scope, limitations, and responsibilities related to the
investigation.

e 2. Adapting to Changes: Any significant changes in scope, limitations, or
responsibilities require a revised agreement with the client or employer.

Communication with Client or Employer:

o CFEs must communicate significant findings made during the investigation to the
client or employer.

Confidentiality:
e 1. Maintaining Confidentiality: CFEs must not disclose confidential or

privileged information obtained during the examination without explicit
permission or lawful court orders.
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o 2. Exceptions: Sharing information is allowed for professional practice or
investigative body reviews, provided those reviewing parties agree to
confidentiality restrictions.

Standards for Forensic Audit and Certified Fraud Examiners (CFEs)
Standards of Examination:

e A. Fraud Examinations:
o Conducted legally, professionally, and thoroughly, aiming for complete,
reliable, and relevant evidence.
o Start with prediction and scope priorities, reassessing them throughout
the process.
o Be aware of potential bias and consider both inculpatory and exculpatory
evidence.
o B. Evidence:
o Maintain control and document evidence handling, including chain of
custody.
o Strive to preserve evidence integrity and document extent based on
client's needs.

Standards of Reporting:

e A. General:
o Reports can be oral, written, or expert witness testimony in various
formats, but not misleading.
o B. Report Content:
o Based on sufficient and relevant evidence supporting all conclusions,
opinions, and recommendations.
o Confined to areas within the CFE's expertise and avoid expressing legal
guilt or innocence.

Code of Ethics for Certified Fraud Examiners:

1. Commitment to professionalism and diligence.

Avoid illegal, unethical conduct, and conflicts of interest.

Maintain integrity and accept assignments with a reasonable expectation of
completing them competently.

Comply with lawful court orders and testify truthfully and without bias.

Obtain evidence to support opinions and avoid expressing legal guilt or innocence.
Maintain confidentiality of information obtained during an engagement.

Disclose all material matters discovered in an examination.

Continuously improve the competence and effectiveness of professional
services.

w N

NSO A

Note Points:
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e Fraud: Deceptive act for personal or financial gain.
o Certified Fraud Examiner (CFE): Highly qualified professional investigating
fraud cases.
* Roles of a Certified Fraud Examiner:
o Identify evidence of fraud.
o Conduct interviews and write reports.
o Proactively assess fraud risk.
o Certified Fraud Examiner's may also:
o Design and maintain fraud detection procedures.
o Train others in fraud detection and prevention.

The Rise of Forensic Accounting in India
The Need for Forensic Accounting:
Growing cybercrime, failed regulatory
oversight, and financial scandals highlight
the increasing demand for forensic
accounting, even if its necessity isn't fully
understood.

e Unlike law enforcement officers who analyze physical evidence, forensic
accountants analyze digital evidence to uncover the "what, why, and how" behind
financial figures and transactions.

Why is it Gaining Traction in India?

e Increasing incidents of fraud and cybercrime are driving the demand for
specialists in this field.

o Forensic accounting utilizes accounting, auditing, data analysis tools, and
investigative skills to detect financial irregularities.

o Various sectors, including government bodies, public sector undertakings, banks,
insurance companies, and investigative agencies, are utilizing forensic accounting
expertise.

Current Landscape and Future Potential:

e Though relatively new in India, forensic accounting is a growing field with the
potential to contribute significantly to the revenue of accounting firms.

e The increasing number of regulators and stricter accounting standards will
further necessitate the use of forensic accounting services.

o This trend aligns with global observations - nearly 40% of top US accounting
firms are expanding their forensic services.

e The high prevalence of fraud cases globally (7 billion USD loss in 2018, with 72
cases from India) creates a significant demand for professionals who can
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identify and prevent fraud.

Key Players and Drivers:

e Central investigating agencies like CBI currently handle much of the forensic
accounting work.

o Cost accountants are likely to be increasingly involved due to the changing
nature of accounting and auditing standards.

o High-profile cases like those involving Vijay Mallya and Nirav Modi have
increased public awareness of “forensic audit."

Essential Qualities of a Forensic Accountant:

o Professional Skepticism: As Dave Cotton, a CFE, suggests, remaining alert and
skeptical is crucial for identifying potential fraud.

» Financial Expertise: Deep knowledge of finance, including internal financial
controls, is essential to pinpoint vulnerabilities and areas susceptible to fraud.

Upskilling Opportunities:

o The Institute of Cost Accountants of India offers an Advanced Diploma in

Forensic Audit, providing valuable insights and skill development in this growing
field.

Conclusion:

Forensic accounting is rapidly gaining prominence in India due to the growing
complexities of the financial landscape and the need for robust fraud detection and
prevention mechanisms. By equipping themselves with the necessary skills and
qualifications, individuals can capitalize on this emerging opportunity and contribute to
a more secure financial environment.
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